RDM+

Remote Desktop for Mobiles

For BlackBerry devices
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Introduction

RDM+ (Remote Desktop for Mobiles) is a communication tool that gives you the unique
ability to connect to your desktop computer through the mobile phone and interact with it
remotely. With Remote Desktop for Mobiles you can not only observe the remote desktop on
the screen of your BlackBerry handheld but perform different usual keyboard and mouse
commands using instead phone's joystick or buttons.

While using RDM+ you are able to send and receive mail, browse the Internet, edit files
copying, cutting, pasting documents from one folder to another and to do hundreds regular
things that you usually do sitting at your computer at home or in the office. The naturally and
transparent interface, simple navigation and the list of commonly used options compensate to
the full inconveniences of mobiles. On top of all this is the strong encryption algorithm that
guarantees the highest level of data transfer protection.

Main features of application

=  Compatibility with Windows 98/ME/NT4.0/2000/XP/2003/Vista;

» Address book for saving computer numbers and logins for several desktops. You can
specify the description of a desktop that will help you to find the required computer in a
large list;

= Full-screen view and zooming modes. In full-screen mode you can see the remote desktop
on the entire screen of your device. Zoomed mode lets you to enlarge desktop and to
scroll it to review all fragments in details;

» Fle manager feature for convenient management of files on the remote computer without
accessing to the desktop.

= File transfer between mobile device and remote computer. This feature is available for the
devices which have a file system (8100, 8300, 8800).

= Wi-F connection is offered on BlackBerry smartphones that support Wi-FH when you are
within an area of Wi-Fi coverage.

= Possibility to execute any console command (like ping, netstat, ipconfig) on your computer
very quickly getting a result to your mobile phone. For that you don't need to access
desktop of your computer. Additional history feature lets you to find and to re-send stored
commands.

= Possibility to manage shortcut list. You may add new shortcuts, delete needless ones and
order the list easily.

= Time saving built-in option letting you to reboot or shutdown computer remotely, control
running applications and system services by one operation not being connected in remote
screen mode.

= Direct input mode — you can use the keyboard of your device for direct text input in
remote desktop applications.

= Advanced security option for assignment of a password at client startup. Address book is
encrypted with this main password;

= Setup options for choosing the default desktop pallet of connected desktop.
= Both TCP/IP and HTTP protocols are supported;

= Support of various connection types: Direct Internet connection, BES and BIS
connections;
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System Requirements

Supported devices:
8100, 8300, 8800

6700, 7100, 7200, 7500, 7700, 8700, 6510/7510/7520

There are different client parts for these two groups of devices. Note that RDM+ doesn't
support the function of file transfer between a handheld and a remote computer for BlackBerry
models listed in the second group.

OS Requirements:
Version 4.2 and higher.

Network requirements for client module:
Application supports either direct Internet access through TCP/IP or connection through BES

server. For more efficient work the first above mentioned connection type is more preferable.
BIS connection is also supported.
The application can connect to RDM+ Online Service using TCP/IP port 6100 or HTTP port 80.

Requirements for desktop part of software:

The desktop part of software (RDM+ Local Service) will work on any Windows-based PC with
minimal requirements to hardware resources. The desktop part will work on Microsoft Windows
98 / NT 4.0/ 2000 / XP / 2003 / Vista or higher. Some internal control commands will work only
starting from Windows 2000 / XP /Vista and higher. Most of internal commands use WMI
(Windows Management Instrumentation) functions for operating. We recommend installation of
all latest OS service packs and updates for correct work of the internal commands.

Remote Desktop for Mobiles works in encrypted mode where all data, screen images, mouse

movement and keys are encrypted by 3DES (Triple DES) algorithm with 128 bits key. The 3DES
key is generated by randomly each time at opening a session. This provides the most secure
remote access solution. The desktop part on a remote computer has a logging feature where all
connections are written to the log file.

Advanced security option lets you to assign main password at startup of the client. Without this
password no one can access to your client address book. Address book is encrypted by main
password.
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1. Overview

RDM+ software is an ideal remote access solution for those who wants to have a remote
access to the home or office computer but can't open a direct access to the computer for some
reason. In other words RDM+ is a hosted service made up of three components.
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RDM+ desktop part is installed on the computer you want to have access to, e.g. to your home
or office PC that has always-on internet access. This computer registers and authenticates itself
in RDM+ Online Service (the second component). A Local service in RDM+ desktop part
initiates a communication with Communication Server issuing HTTP requests (as usual Web
browser) to check for new connections. A mobile client, the last constituent in this chain, is
installed on your mobile.

RDM+ Online Service provides the most secure access to the remote computer. There is no
need to allow direct access to the computer from the Internet, punch holes through corporate
firewall or make any special router settings. It works with both dynamic and static IP addresses,
network and port address translation and firewalls that block incoming sessions.

RDM+ client part is launched on a mobile device. After connection to the selected address
RDM+ will send an encrypted request to the Communication Server. The RDM+ Communication
Server is a matchmaker - it listens to connection requests and maps them to the registered
computers. When a match occurs, the server opens session between the client and the remote
computer and allows the client to access the remote computer.

© 2006-2008, SHAPE Services

www.shapeservices.coni



http://www.shapeservices.com

2. The desktop part

RDM+ software consists of the desktop part (Local service) for remote computer and Client
module for your BlackBerry device. To work with your computer from your BlackBerry device,
you should install both these components.

The desktop part of RDM+ software contains two main applications. It is the Local service
which waits for client connections and serves current connections and RDM+ Control Panel
which is intended for control of the local service. Only control panel has visual user interface.

At installation of RDM+ on your computer the system service calling RDM+ Local Service will
be installed and started automatically.

You can find it in My Computer - Manage - Services and Applications - Services. This
service will started under "Local system" account by default and with enabled option "Interact
with desktop". The Local service must have a local system rights for properly work.

2.1. Installation

You should install the desktop part of RDM+ on all computers to which you're going to use for
remote access. Run the installation executable file rdmplus_blackberry_desktop.exe and
follow instruction of installation wizard to completely install the product.

Note: For correct work of the local service, you should install this software with the account having
administrator privileges on the local computer. All previous versions should be removed before
installation.

Run the file on your PC and follow all required steps.

At the final stage of installation you will be prompted to fill out the form to register your
computer in RDM+ Online Service. Please enter all necessary information and press “OK" button
to finish the installation. If you are registering your computer for the first time, you should just
denote your name and valid e-mail address.

Note: Please specify existing e-mail address in registration form exactly. You will receive automatic
notification about registration to this email address. You should confirm or cancel your registration in
RDM+ Online Service, by choosing one of web links in this email. Without confirmation you can't be
connecting to the service in future.

RDM+ = Register in RDM Online Service

Your computer has to be registered with RDM Online Service. Please specify your
name and valid email address

Your name:
John Smith [7]1 already have registered computer
¥ i number in RDM Online Service, and I
A want to assign it to this computer
john@emith.com
Re-type email:
john@smith.com

viou arovige is vialid and accunate | ok I l Cancel |

If you're already registered in RDM+ Online Service and remember the computer PIN given you
at registration, please check the corresponding checkbox and enter your computer PIN.
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